
■ Basic approach
In addition to holding important information assets, including entrusted 
customer and supplier information and proprietary trade secrets, Aichi Steel 
has been adopting remote operations and networking plant equipment over 
recent years. We are implementing information security measures in 
recognition that stability of product supply is a company responsibility and an 
important management issue. We are doing this by protecting information 
assets from cyberattacks and other threats, data leaks, and other issues that 
have been increasing on a yearly basis, and by maintaining continuity of 
normal business activities.
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Examples of speci�c initiatives

Security inspections and 
audits based on the ATSG
We continually inspect the status of 
information security measures across the 
Group, and continually maintain and improve 
our information security.
This �scal year, we are working with Group 
companies to strengthen measures to comply 
with version 8.1 of the ATSG.

Email-based cyberattacks
Cyberattacks are becoming increasingly 
complex and sophisticated these days, and 
with many of them coming via email viruses, 
there is an urgent need to strengthen 
countermeasures. We are also working to 
prevent such cyber incidents through 
technical measures, including adoption of 
defense systems against suspicious emails 
from outside, and through people-centered 
measures, including employee training and 
education on targeted email attacks.

Security incident training
We conduct security incident training to 
minimize damage and impacts on our 
operations in the event of a security incident 
occurring. We start by formulating speci�c 
risk scenarios so that participants can 
experience an actual incident in chronological 
order. We can then verify and improve the 
effectiveness of handling in the event of a 
cyberattack, procedures for early recovery of 
systems, and a division of roles that enables 
our operations to continue even without the 
usual systems. In this way, we are improving 
our systematic incident response capabilities 
and our ability to handle unexpected events.

■ Basic approach
Based on the belief that commitment to compliance underpins a 
company’s continued existence and is the foundation for its 
corporate activities, Aichi Steel established the Aichi Steel Group 
Action Guidelines and it ensures awareness of the guidelines 
among all of�cers and employees. In addition to laws and 
regulations, we also comply with social norms and decency, and 
internal company rules. To this end, we always strive to raise 
awareness of compliance, to prevent misconduct, and to ful�ll the 
social responsibilities of the company.

Examples of speci�c initiatives

Education and awareness-raising 
activities
The persons in charge of compliance in each division 
and domestic subsidiary attend meetings of the 
Compliance Liaison Meeting and lead compliance 
activities in each workplace. A range of awareness-raising 
activities are also conducted in each workplace through 
Compliance Close Call activities (inspections of events in 
daily operations that could lead to violations of laws and 
regulations). In addition, compliance education is 
conducted for people at all levels in accordance with the 
roles that they have to play. From �scal 2021, in addition 
to education on what not to do, which has been the 
norm until now, we have been providing ethical 
compliance education, through videos and other 
methods, to encourage employees to act as members of 
the Aichi Steel Group should.

Awareness surveys
We conduct compliance surveys of all employees once a 
year to understand the current state of compliance and 
any related issues. In �scal 2022, over 98% of employees 
responded to the survey. By quantifying and visualizing 
such things as compliance awareness and activity 
penetration within the company, we are able to identify 
priority issues and implement effective improvements. 
Providing relevant feedback to divisions through the 
Compliance Liaison Meeting and other channels is also 
helping us to improve the level of workplace activities.

Aichi Steel Groupwide 
compliance activities
In �scal 2022, we started a program to support 
self-driven improvement of compliance levels at Group 
companies. During the �rst year, we conducted separate 
interviews with every company in the Group to 
understand the compliance status of each company. 
During �scal 2023, we have been following up with the 
companies to ensure they have achieved the basics for 
legal compliance.

Whistle-blowing system
We have established an internal whistle-blowing system 
to promote early detection of violations of laws and 
regulations, and misconduct, within the company and to 
self-govern through appropriate measures. Called the 
Aichi Steel Compliance Hotline, we have established 
three contact points operated separately by external 
legal representatives, internal Audit & Supervisory Board 
members, and the General Affairs Division. Information 
on whistle-blowing incidents is shared among the three 
contact points and appropriate measures are taken while 
fully considering privacy protections and ensuring no 
disadvantageous treatment.

■ Promotion structures
We have established Groupwide structures, based on the All Toyota Security 
Guidelines (ATSG) shared within the Toyota Group and led by the Chief 
Information Security Of�cer (CISO), for maintaining and improving information 
security on a systematic and ongoing basis. We are also working to ensure 
the same level of security can be maintained on a global level.
The CISO oversees all information security and information asset protection 
for the Group as a whole, while the Security Management, Of�ce Automation 
and Business System Security, and Plant System Security organizations are in 
charge of planning, promotion, auditing, and support. Twice a year, the Board 
of Directors receives progress, issue, and other reports from the CISO as part 
of its supervisory function.
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■ Promotion structures
To maintain and strengthen compliance levels across the Group 
as a whole, we report on progress reviews and initiative policies in 
the Executive Committee, which is chaired by the president. This 
system enables us to share, with all employees, the determined 
initiative policies and activity plans via the persons in charge of 
compliance in each division and domestic subsidiary, and to 
re�ect them in activities being conducted in each workplace. 
Group companies are working to ensure compliance through 
establishment of promotion structures in line with their own size 
and circumstances. The Compliance Liaison Meeting also holds 
four regular meetings each year to share things like revisions to 
laws and regulations and points of concern regarding legal 
compliance, and to promote Groupwide compliance activities.

Executive Committee
Chair: President

Members: Directors, Audit & Supervisory Board members, 
managing executive of�cers, and executive of�cers

· Persons responsible for legal compliance
· Persons in charge of compliance
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